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1
Decision/action requested

It is requested to discuss on the size of Home Network Public Key Identifier of SUCI and Scheme output, and send an LS to CT group.
2
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3
Rationale

3.1 Introduction

In the last SA3 meeting, S3-181494 [3] (LS on AUSF/UDM instance selection and SUCI parameters) was sent to CT group to bring the attention of SUCI parameters. Also, CT group agreed on the informaction (C4-184576 [4]). 

However, according to statements of SUCI in section 2.2B of TS 23.003-f40, the size of the Home Network Public Key Identifier and Scheme output are still FFS. The original description are as follows.

The SUCI is a privacy preserving identifier containing the concealed SUPI. It is defined in subclause 6.12.2 of 3GPP TS 33.501 [124].
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Figure 2.2B-1: Structure of SUCI
Here, discussion on these two parameter will be given.

3.2 Size of the Home Network Public Key Identifier

In section 2.2B of TS 23.003-f40 [1], Home Network Public Key Identifier states as follows: 

“4)
Home Network Public Key Identifier, consisting of FFS. It represents a public key provisioned by the HPLMN. In case of null-scheme being used, this data field shall be set to null;”

From the security point of view, the number of Home Network Public Key configured by HPLMN shall be discussed and defined in SA3.
Two options for the size clarification. 

· Option A, we could inform CT about the largest number of public keys, in order that CT could define the size of the Home Network Public Key Identifier. 
· Option B, SA3 could define a choice of the size, and inform CT the agree choice.
Here, it is proposed to use Option B for simplicity, with the following suggestions.
· Home Network Public Key consists of 8 bits.

· One byte (8 bits) representing 256 different values is enough for the Home Network Public Key identification. Also 8 bits as a byte, could be allocation in SUCI easily.

· 0xFF representing the null in the case of null-scheme.

· The particular case could be defined by OxFF.

Therefore, we have the following observation.

Observation 1: The home network public key identifier consists of 8 bits. The value 0xFF represents the null in the case of null-scheme. 
3.3 Size of the Scheme out

In Annex C.1 of TS 33.501-f10 [2], the scheme out has already been defined in the following.

Each protection scheme has scheme-output with following sizes:

null-scheme         size of input, i.e., size of MSIN or username;

Profile <A>         total of 256-bit public key, 64-bit MAC, and size of input; and

Profile <B>         total of 264-bit public key, 64-bit MAC, and size of input.

Since the size of MSIN may be 9 digits or 10 digist, CT has to take this difference into account.
4
Detailed proposal

It is proposed to agree on the conclusion. 
Observation1: The home network public key identifier consists of 8 bits. The value 0xFF represents the null in the case of null-scheme.

And, sending an LS to CT to inform the above conclusion and the informaiton of the Scheme out.
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